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Frequently asked questions

Whatis 1SO 27001:2022?

For any organization - regardless of size or sector - ISO/IEC 27001 provides a strong
foundation for a comprehensive information and cyber security strategy. The
standard outlines a best practice ISMS framework to mitigate risks and safeguard
business-critical data through identification, analysis and actionable controls. On 25
October 2022, the new version of ISO 27001 was published - marking a new era of
information security best practice.

Whatis ISO 27002:2022 and when
was it published?

ISO/IEC 27002 provides the best practice controls that organizations can implement
to improve security and was designed to be used as a reference for selecting and
implementing controls for risk treatment in an Information Security Management
System (ISMS) based on ISO 27001. In February 2022, 1ISO 27002 was updated.
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When does the ISO 27001:2022 transition
period end?

Organisations with existing ISO 27001:2013 certification will have until October
2025 to transition to the new standard. After 30 October 2025, certificates to
1ISO 27001:2013 will expire or be withdrawn.

How and when should | book my
transition audit?

Transition audits can now be scheduled. If your renewal audit to ISO 27001:2013
is due after 30 April 2024 you will be required to book your initial audit against
the revised standard, ISO/IEC 27001:2022. At LRQA, we are here to support you
through the transition process and help you understand how the new version of
the standard may affect your organisation. If you have any questions, please
speak to your auditor or client support team.
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https://training-portal.lrqa.com/lmt/clmsbrowsev2.prmain?site=lrqaext&in_lang=en&in_region=gl

What are the major changes in 1ISO 27001:2013?

A The major changes in ISO 27001:2022 that organizations need to be aware of are the updates
to Annex A controls in alignment with 1ISO 27002:2022.

Key Changes to Annex A Controls

The major changes include the restructuring of the original 14 control domains into four cat-
egories and the total number of controls being reduced from 114 to 93 - due mainly to the
merging of 57 controls into 24 controls. 58 controls remain mostly unchanged, with minor
contextual updates, and 11 controls are brand new to 1ISO 27001:2022.

More information +

How can | prepare for a successful ISO 27001:2022 transition?

Training: Learning about the revisions to ISO 27001 can be seamless and managed at your convenience
A through our virtual or in-person training courses

Gap Analysis: Given the revisions to the ISO 27001 standard, we encourage clients to undergo a gap
analysis audit to assess your existing information security management system against the requirements
of the new standard

Transition audit: To book your transition audit, contact your auditor or client support team

Download our five steps to a successful transition guide *l'
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About LRQA:

By bringing together unrivalled expertise in certification, brand assurance, cybersecurity, inspection and training, we’ve become a leading global
assurance provider.

We’re proud of our heritage, but it’s who we are today that really matters, because that’s what shapes how we partner with our clients tomorrow. By
combining strong values, decades of experience in risk management and mitigation, and a keen focus on the future, we’re here to support our clients
as they build safer, more secure, more sustainable businesses.

From independent auditing, certification and training; to technical advisory services; to real-time assurance technology; to data-driven supply chain
transformation, our innovative end-to-end solutions help our clients negotiate a rapidly changing risk landscape - making sure they’re shaping their
own future, rather than letting it shape them.

Get in touch

Visit www.lrga.com/us for more information, email inquiries-usa@lrqa.com or call 866 971 5772
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