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HOW AI IS REWRITING 
THE RULES OF CYBER 
WARFARE



WHO ARE WE?
• Risk managing simulated cyber-

attacks across geographies

• CREST Certified Simulated 
Attack Manager

• Hold active CISSP and CCSP Certifications.

• Built and managed Operational Security 
Assurance in a large UK Government 
Department.

• Managed Red & Purple Teaming across UK 
Critical National Infrastructure (CNI), 
programme managing associated remediation.

• Designated Covid-19 InfoSec Lead for UK 
government Department

• Managed urgent risk assessments to facilitate secure 
working in the post-covid world.
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A TRIP DOWN 
MEMORY LANE
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IN THE BEGINNING
Artificial Intelligence Driven Attacks



DESKTOP DANGER
Artificial Intelligence Driven Attacks

Desktop Buddy Driven Attacks



AI TODAY

HOW AI IS REWRITING THE RULES OF CYBER WARFARE



Artificial Intelligence Driven Attacks

TOOLS WE CAN ALL EMBRACE



WIDE RRANGING 
BENEFITS

Automates repetitive tasks, improving operational 
efficiency.

• Reduced human error, faster turnaround times

Analyses large datasets to support better decision-
making.

• Improved accuracy, strategic insights

Aids in diagnosing and treating patients, enhancing 
healthcare.

• Early detection, tailored treatments

Contributes to economic growth by driving 
innovation.

• Increased productivity, competitive advantage
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NOT PERFECT



Privacy Concerns - The sheer volume of information in play 
increases the risk of breaches

Abuse – Tricking AI to bypass its security controls and deliver content 
that has been safeguarded against

Bias and Discrimination - Models are trained on data, and if 
that data reflects existing societal biases, the model will learn 
and perpetuate those biases
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THE DARK SIDE



ADVERSARIAL 
ADOPTION
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LOWERING THE BARRIERS TO ENTRY

Vishing – A high-tech vishing attack utilising voice cloning has lost 
a UAE bank 35 Million USD  - Red Goat 

Phishing – Phishing remains the most prevalent point of 
ingress for threat actors. AI amplifies certain threats by 
lowering the entry threshold for malicious actors to enact 
sophisticated social engineering attacks.

Fake Hire – A cyber firm recruited a fake IT worker 
from North Korea. The software engineer used a 
stolen U.S. identity and an AI-enhanced photo.



DEEPFAKES

What are Deepfakes? 

• Synthetic media where images, videos, or audio 
recordings are manipulated using artificial intelligence 
(AI) to create highly realistic but 'fake' content. 

• Makes it appear as though someone is saying or doing 
something they never actually did.

Risks

• Manipulation and Coercion

• Identity Theft and Fraud

• Misinformation and Disinformation
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A HIRING NIGHTMARE
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A HIRING NIGHTMARE
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THE NEW FACE OF SOCIAL ENGINEERING

Novelty and user curiosity Realism and emotional manipulation

1995 2025





AGAINST WHO?
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Name:   Scattered Spider

Language:  English

Suspected Geolocation: United States, United Kingdom, Canada

Type:   Cyber Criminal Collective

Motivation:  Financial gain through extortion

Background: A loosely organized, English-speaking collective that 
emerged in 2022, composed primarily of young adults from the U.S., 
U.K., and Canada. Despite lacking the rigid hierarchy of traditional APTs, 
the group has proven resilient and adaptive. Their hallmark is social 
engineering—specifically, impersonating employees to manipulate IT 
help desks into resetting passwords or transferring multi-factor 
authentication (MFA) tokens to attacker-controlled devices. 



AI IN SIMULATED 
ATTACKS
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AI IN ADVERSARY SIMULATION
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Staff/Contractors

Red Team



DEFENDING THE AI 
THREAT
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BUILD THE WIDER DEFENCE



FINAL WORD

• AI is a fantastic tool and already improving lives and 
accelerating progress in various fields

• As with all technologies, there are negative implications 
through nefarious application

• AI lowers the barriers to entry, making sophisticated 
cyber attacks cheaper and easier

• Deepfakes present a human angle to the problem, 
facilitating manipulation and coercion of people

• The tactics haven’t changed—just the tools.

• Human psychology remains the primary attack surface.

• Continuous Assurance

• Test, Test, Test
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THANK YOU
Any questions?

Bobby Spooner | Robert.spooner@lrqa.com
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