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Group-1B: Overview

Our mission: Fight against cybercrime

Global presence

500+ 60

team of digital crime countries
fighters

5 Best in innovation and excellence
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- 80% $1bin

of our team consists of saved by our client
specialized technical companies through our
experts technologies

Evidence of Investigative Leadership

4 1 #1 1400+

Incident Response successful high-tech crime
Retainer investigations in 60+ countries

* According to Cybersecurity Excellence Awards

Digital Crime
Resistance Centers

in every region of presence (Europe, Asia-Pacific,
Central Asia, and Middle East)

ASEAN Region
8 Gold 2023 Awards

Cybersecurity Excellence Top Women in Security
Awards (2022)
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GROUP-IB GLOBAL
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AFRIPOL
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QUICK PLACEHOLDER @ GROUP-IB

ADVANCED PERSISTENT THREATS (APT)

CYBERCRIMINALS

COMPETITORS (BUSINESS)

INSIDERS

TERRORIST GROUPS

HACKTIVISTS (POLITICALLY MOTIVATED)

SCRIPT-KIDDIES

COMPLEXITY
SCALE

LOW MATURITY HIGHLY-SOPHISTICATED



APT TACTICS, TECHNIQUES AND PROCEDURES @ GROUP-IB

ADVANCED PERSISTENT THREATS (APT)

NATION STATE-SPONSORED CYBER MERCENARIES

KEY FEATURES

OPERATIONAL UNIQUE C2
PERSISTENCE SOPHISTICATION SECURITY USE OF ENCRYPTION INFRASTRUCTURE
CODE OBFUSCATION
SINKHOLING CUSTOM MALWARE LIVING OFF-THE-LAND 2 ANTI-ANALYSIS

ADOPTING & TARGETED SOCIAL
CHANGING BEHAVIOR ENGINEERING COMPARTMENTALIZATION STEALTH & PATIENCE RESOURCES




CYBERCRIME OVERVIEW @ GROUP-IB

CYBERCRIMINALS

RANSOMWARE OTHER FINANCIALLY-MOTIVATED

DATA THEFT / BUSINESS EMAIL
HUMAN-OPERATED AUTOMATED SABOTAGE DIRECT FRAUD COMPROMISE




HOW RANSOMWARE OPERATES @ GROUP-IB

Raa$S ecosystem
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Initial Access
Brokers

| I | Get/Purchase

initial access

Brute-Force Vulnerability = Spearphishing
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Affiliates Raa$S
Conduct Request ransomware Build Manage Count ransom
an attack executable and unique & stable Data Leak demand, Negotiate &
coordinate with RaaS ransomware Site Accept payment
executable A
Gain Delete Exfiltrate | ,"
enterprise-wide Backups Data Encrypt victim's ,’ ]
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for ransomware \\ % / /
deployment N AN 7 /
~ \--.______,..—" //
N 7
~ /
So JRe
\\“h ’//



CORE BUSINESS IMPACTS

L 4
-

NEGATIVE PUBLIC EXPOSURE

Hacktivists, Terrorists Ransomware make some noise on
social media claiming successful attacks against their victims

©

CONFIDENTIAL INFORMATION
DISCLOSURE

Ransomware affiliates will publish bulk data on their Data
Leak Site. Nation-state groups will reuse the leaked data for
their own needs.

o]
[—

SIGNIFICANT STRESS TO THE
SECURITY TEAM

24x7 work mode, managing management expectations,
fighting against cybercrime and will to sleep

REGULATORY FINES

Incident Response must be performed by a trusted third-party
cybersecurity provider. The investigation results will discover
any violation committed prior to the attack. This should be
disclosed with Regulatory authorities and may lead to a fine.

® GROUP-IB

42%+

Of clients claimed Data Loss

40%

Reported Business Downtime

30%+

Reported Lost customers



RANSOMWARE BY INDUSTRY

Global Top industries targeted by ransomware groups

Manufacturing

Real estate

Professional services

Healthcare

Financial services

Transportation

Education

Commerce and shopping

Government and military

Information technology

@ GROU P'lB Fight Against Cybercrime High-Tech Crime Trends Report 2025



ACCESS BROKERS

Top types of initial access sold

RDP (RDWeb)

VPN (Fortinet)

~

Backdoor

Citrix

w
&)

Database

Webshell

@ GROU P'lB Fight Against Cybercrime High-Tech Crime Trends Report 2025



USE OF COMPROMISED ACCOUNTS

Usage of valid accounts for initial access by threat actor Malware
Q
() RedLine Stealer 239,558
® Others () META Stealer 73,617
() AZORult 17,551
() LummacC2 7,566
() systemBC 5,207
@ Ransomware
() vidar 4,043
(') Phemedrone Stealer 3,931
() Raccoon 2,742
@ Advanced Persistent Threats (APTs) () cryptBot 2.255
C] SnakeKeylogger 1,519
C] Erbium Stealer 1,178
C] Unknown 1,041
C] Stealc 944

@ GROU P'[B Fight Against Cybercrime High-Tech Crime Trends Report 2025



HACKTIVISM

Global Top jurisdictions targeted by hacktivists in 2024

mm Russia 4%

B Ukraine 3.5%
®® Germany 1.4%

§ ) France 1.6%

-+ [ Bangladesh 1.5%

Montenegro 3.3%

e India12.8%

= lIsrael 7% \jf( '..’

®= United States 2.1%

5---4 #% |Indonesia 3.5%

@ GROU P'lB Fight Against Cybercrime High-Tech Crime Trends Report 2025



HACKTIVISM

Global Top 10 industries targeted by hacktivists in 2024

Government and military
Financial services
Education
Transportation

Internet services
Commerce and shopping
Media and entertainment
Information technology
Content and publishing

Hardware

@ GROU P'lB Fight Against Cybercrime High-Tech Crime Trends Report 2025



WHATS RELEVENT TO ME?

Global Top 10 industries targeted by APTs in 2024

15.5% 4.8% 2.3% 2.3%

16% 0.4%

1.9%

Information
Manufacturing

Energy, oil
Technology

Education and gas

Government Financial Science and
and military services

Transportation
engineering

Healthcare

® GROUP-IB

Fight Against Cybercrime

High-Tech Crime Trends Report 2025



Asia, Europe

Atl asS 007

Cloud Atlas is a cyber-espionage group that conducts highly targeted attacks on critical
infrastructure across various regions and political conflicts. Despite years of activity, its tactics,
techniques, and procedures (TTPs) have remained largely unchanged, relying on phishing emails with
trojanized documents for malware delivery.

Initially focused on Russia, Cloud Atlas has since expanded its operations globally. The group
employs advanced identity cloaking and deploys clean, sophisticated malware, indicating strong
backing. Its arsenal includes malware targeting Android, BlackBerry, and Apple iOS devices.

ALIASE

Inception, Inception Framework, Oxygen, ATK 116, Phishing = Spearphishing Attachment (T1566.001) Aerospace Community and lifestyle  Energy

RedOctober, Hive0097, Clean Ursa, Cloud Werewolf
User Execution = Malicious File (T1204.002) Financial services Government and military ~ Manufacturing
Boot or Logon Autostart Execution - Registry Run Lending and investments  Natural resources  Transportation

Keys [ Startup Folder (T1547.001)
Template Injection (T1221)  Ingress Tool Transfer (T1105)

System Information Discovery (T1082)

@ GROUP‘IE Fight Against Cybercrime High-Tech Crime Trends Report 2025



SAMPLE GROUPS
Muddy -

Scope: Worldwide

Water =

MuddyWater, also known by aliases TA450 and Seedworm, is a sophisticated threat actor group that
has been operating since at least 2017. The group's primary motivation is espionage and intelligence
gathering.

MuddyWater targets a variety of industries, including government, telecommunications, energy, and
critical infrastructure, with a particular focus on the Middle East, South Asia, and NATO-affiliated

countries.
TEMPZagros, Seedworm, Static Kitten, SectorD02, TA450, Command and Scripting Interpreter (T1059) Financial services  Education Financial services
Boggy Serpens, MERCURY, Mango Sandstorm, Earth
Vetala, Mercury, Cobalt Ulster, ATK51, T-APT-14, Yellow Nix Command and Scripting Interpreter - PowerShell (T1059.001) Transportation = Government and military
Scheduled Task/Job (T1053)  Phishing (T1566) IT Healthcare

Phishing - Spearphishing Attachment (T1566.001)

Boot or Logon Autostart Execution (T1547)

@ GROUP"B Fight Against Cybercrime High-Tech Crime Trends Report 2025



GROUP-IB

Application of Intelligence

(Goal: provide examples of how
Intelligence can be made actionable



APT: Dark Pink Case Study @ GROUP-IB

Key findings

« Dark Pink expanded its

‘ (4] operations to Belgium, Brunei,
> Phxf.uppmes (_.é Mal-aysaa - Indonesia E Brunei .
Lot S Sl Goverment and Thailand.
o veer ) - 2 e e— . The group remains highly active
T e  Educational 5 v | gl Visnen with two successful attacks
| institution ‘ SN N . . . .
| bl o carried out since the beginning of
BB Vietnam x ~ Boe . . - Government
' Non-profit "'-,. H(éf;éz,g@}ia agency 2023
organization Government
minsiry. « Dark Pink keeps updating its
| | ] | - .
i o b " g 8 8 & @ e & B existing toolset to remain
June October February September October November December January April un d eteCted ’
2021 2021 2022 2022 2022 2022 2022 2023 2023 )
* In arecent attack, Dark Pink
N Vietnam .
BB c.ropeanstate exfiltrated stolen data over a
development . .
successful attack unsuccessful attack Sgency s ietnan New victims identified by Group-IB in May 2023 HTTP prOtOCOI USIng a SerVICe

called Webhook.
*During our research, new data was obtained, based on which earlier traces of infections were found in two

previously identified attacks against organizations in Vietnam (previously attributed to June and August 2022). ° Da rk P | N k uses d |ffe re nt LO L B i N
techniques to evade detection on
infected machines.



Group-IB Finds new APAC Government APT ® GROUP-IB

Starting point Yara rule (Dark Pink) Yara rule for another APT

I This was APT31 but we
caught a new APT with it

AUTHORITY COL CONSTANCIO M ESPINA Il SC (GSC) PA
AC of S for C4S, G6, PA

if ( Re A ( » )&byte _416A9C, @0, iu, "a file", Su) )
TO PRESIDE: ?.:.'T'g”:ﬂh\’d;[,)“E‘L)l;‘FREOERICK T REBONG MNSA (SC) PA t:‘::: ' ( » “abcdfile ell ‘ wand”, @, 0, 0, OxFOO3Fu, @, » 9) ) S the kil |Cha in Sta rtS With ISO file
it ( t (

1O RTTERD which contains 3 files:
e e e L TR ! * Lure note
53, NETBn, ASR I e i i s «  MSVCR100.dll (payload)

AGENDA: Updates on AJEX DAGITPA 06-2022 1 ~ B e <name>.doc.exe (Ioader)
DATE/TIME: 20 0900 October 2022 (Thursday)
VENUE \ rough Zoom

). 508 040 2796

> DAGITPA

ATTIRE

FOR THE AC OF S FOR C4S, G6

ROLAN M BUSINALEM
Major SC PA
Acting Chief, AB-OGS, PA




MORE DETAILED ATTACK FLOW

DARKPINKAPT KILLCHAIN 1: ALL-INCLUSIVE ISO

MRS

Content of ISO image

2. Open the decoy

DLL Side loading 3. Add TelePowerBot
% & a to autorun 'le?ﬂ",‘ L'-"y @ O
Decoy Signed executable TelePowerDropper Windows Registry
"
|
|
|
: identify
o, . | victim and send
1. Clickon 4. Launch " command
xe file stealer
— — 5. Collect stoler :
| data from web | v
browsers in local |
folder \1 : Grab data
|
' |
Ctealer . | Telegram Bot
I |
I |
| I
: Y e Registration
[ | <. Read in bot
I | TelePowerBot
I rom registry

’ fror
’ and launch
1. Login into the system ana launcn
‘ 3
’\ e > s
\' EXE

userinit TelePowerBot

® GROUP-IB

Dark Pink comes from a hybrid of
two of the email addresses
(blackpink.301@outlook[.Jcom and
blackred.113@outlook[.Jcom) used
by the threat actors during data
exfiltration via the latter pathway.



THREE DIFFERENT KILL CHAINS WERE

DISCOVERED

In two cases, the image contained a signed
executable and a malicious DLL.
Depending on a kill chain, a

YiCtim CO_UId |.receive a.n ISO In the third case, the image contained a
image with different file types. document which downloads a malicious

template automatically once a victim opens
the document.

The malicious DLL files and the template documents create a few handler to work
with specific file types (e.g. .abcde)

MSBuild is used for the proxy execution of malicious code. XML formatted project files
with an inline task to launch KamiKakaBot are created.

For UAC bypass, threat actors use the CMSTPLUA COM interface to modify settings of
Windows Defender

Reading and execution commands from Telegram bots

Initial infection

Privilege escalation

Command-and-control

® GROUP-IB

DLL Side-Loading

Template Injection

Event Triggered Execution:
Change Default File Association

Trusted Developer Utilities
Proxy Execution: MSBuild

Abuse Elevation Control
Mechanism: Bypass User
Account Control

Web Protocols



OPERATION INTEL: DATA EXFILTRATION ® GROUP-IB

A list of files from common network shares, web browser data, documents,
messenger data, web browsers information can be sent in by three way.

Telegram SMTP Dropbox

Z|P-archives with stolen information are sent to
cyber criminals as attachments to emails. The The stolen data can be uploaded to Dropbox by

The most common way to exfiltrate data. The email addresses were registered in Outlook HTTP requests. 36 unique tokens were

archives are sent to Telegram Bot. service. observed.

i
I |
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TACTICAL INTEL: DATA EXFILTRATION (Parsing Telegram)

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink

DarkPink



STRATEGIC INTEL: USE OF TTPS FROM OTHER ACTORS

Initial Access: Phishing

\

Small Sieve, Powerstats

\

Telegram Bot API for traffic obfuscation

\




VALUE OF INTELLIGENCE IN THIS CASE

Strategic, operational and tactical intel on relevant threats
Provision of additional rules available in the portal
|dentification of new indicators

MITRE mapping and tracking

New targeting trends and industries

Special indicators from C2 infrastructure on Telegram to
identify additional victims

Where do we map into the Intelligence Lifecycle?



THREAT MODELING PROCESS

Threat Mapping to the Mitigation

Landscape assets capabilities Risk Assessment

Who attacks and how? Which assets are under How we prevent and What are the values of risk
attack? detect such attacks? depends on mitigations?



RISK, THREAT,

ASSET

an

Threat Actor

A

Protective
measures

\4

> Threat

Common example:
Vulnerability: lack of access control between guest Wi-Fi and corporate networks
Threat: gaining access to corporate resources through the Wi-Fi network

Risk: the likelihood that an attacker will gain access to the guest network and steal
confidential data (information assets) of the company

Protective measures: access control and control of device connection to the guest
Wi-Fi network

A

A

Risk

VULNERABILITY AND

Vulnerability

Asset



THREAT LANDSCAPE

: Previous : Irrelevant THREAT
Region/Country Industry Incidents Top Techniques techniques LANDSCAPE
‘f:'/\—:"l? THREAT
?Y>) LANDSCAPE
Threat —
Actors Q —| Contacts
Nl 00 W,
<o TTPs Ot 1ocs %@% Tools
== 000

IPs Hashes URLs Domain names Certificates



HOW DO WE APPLY INTELLIGENCE

Data Intelligence

Data are pieces of information Based on the results of
that function out of context. For collecting, processing and

example, data would include IP analyzing data in accordance
addresses or domain names. with the task at hand, we can
The collected, processed and obtain information about a

analyzed data becomes particular threat. Without
information. analysis, the collected data can

remain data.

HOW DO WE APPLY RELEVANCE

Includes information and analysis from a rich Billions of “feeds” from different sources

array of sources, presented in ways that 90% of loCs are not relevant

make it easy to understand and use Noise of false-positive alerts

Is valuable to all the major teams in the 44% percent of security alerts go uninvestigated
cybersecurity organization ; Attacks still happen

Can help every security function save time;



HOW DO WE APPLY INTELLIGENCE

No are our adversaries? What do they want?

nat threats should | look for on my networks and systems and why?

nat weaknesses does this threat exploit?

nat are the key, unique indicators associated with this attack?

nat is the financial impact of this threat?

nat are the cyberattacks for companies in the same industry?

How does the target sector compare to other sectors with regard to this attack?
How does this attack compare to historic threats against this sector?

What actions are necessary to reduce your risk profile?

=S =22

Last threats 87
OceanlLotus
Cobalt Kitty, Seal otus, APT-C-00, APT32, SectorF01 OceanlLotus - New indicators have been found
20 Feb 2024
First seen 01 Jan 2010
OceanlLotus - New indicators have been found
Last seen 20 Feb 2024
17 Feb 2024
Atiribution Rl OceanLotus - New indicators have been found
Industry Government and military->Government - Education- 12 Feb 2024
>Education - Other->Non profit - Energy->Energy -
Financial services->Financial services +14
Geography HwEp fEEcmETEA O OEN 4

Expertise tags AutoReport  GIB origin  Cobalt Strike ~ MacOS



HOW CAN WE ASSESS OUR RISK

The main point of risk analysis is the formation of a risk-based approach that allows you to compare “how
much we can lose” with the cost of protection measures

Example:
AV X EF = SLE AV: Database price = 15M $
Asset Value Exposure Factor Single Loss
Expectancy EF: percentage of damage in case of threat = 10%
SLE: amount of damage = AV *EF =15M $ * 10% = 1,5M $
SLE X ARO - ALE ARO: number of this threat per year =5
Single Loss Annual Risk Annual Loss

Expectancy Occurrence Expectancy ALE: company losses peryear =SLE*ARO =15M$*5=75M$



APPLICATION OF MITRE ATT&CK

Explaining the steps of the cyber breach

Filter by: Region

Enterprise attack 623

Reconnaissance
9 techniques

— Active Scanning (21)

Scanning IP Blocks 1

Vulnerability

8 techniques

' Acquire Access 3 ‘

—

Country Industry  Date filter: ] start — End
Mobile attack 57 ICS attack 4
Resource-development Initial-access

10 techniques

Execution
12 techniques

' Content Injection 1

Acquire Infrastructure

)

n b 12 | |/ _
Scanning _I Botnat .
- Wordlist Scanning 3 I DNS Server -
_, Gather Victim Host .
Information (12) —I Domains 100
Client —l Server 7]
Configurations
Virtual Private 37
Software 1| [} Server

Drive-by _ 80
Compromise

Exploit Public-

Facing 139
Application

External Remote 66

Services

' Hardware Additions 3

_, Gather Victim Identity
Information (24)

—I Credentials 6

I Web Services 22

— Phishing (644)

Compromise Accounts

e

'} Spearphishing

|
|
+ | Powershell
|
|
|

IEmaiIAddresses 18

Cloud Accounts 2.

Attachment Rt
Spearphishing
Link (s

Cloud
Administration
Command

1

@)

i Additional Cloud

. Command and Scripting

Persistence
21 technigues

Account Manipulation

Privilege-escalation
13 techniques

- Abuse Elevation Control

Defense-evasion
36 technigues

Abuse Elevation Control

Credential-access
15 techniques

. Adversary-in-the-Middle

Credentials

Mechanism (25)

Bypass User
Account Control

" Mechanism (25)

Bypass User
Account Control

Interpreter (526)
I AppleScript 5
JavaScript 107

Additional Email
Delegate 5
Permissions

—I Setuid and Setgid 1

I Setuid and Setgid 1

Sudo and Sudo

Network Device CLI 2

Additional Local or

Domain Groups

328 l BITS Jobs 9
. Boot or Logon Autostart
Python 37 Execution (386)
Unix Shell 30 Authentication 1
Package
Visual Basic 106
Kernel Modules
R 39
Wind and Extensions
W indows . 216

Caching

Sudo and Sudo

Caching

Access Token

Access Token

B Manipulation (90)

Create Process with
6
Token

B Manipulation (90)

Create Process with
6
Token

Discovery

29 technigues

—~ Account Discovery (199)

® GROUP-IB

Lateral-movement
9 techniques

(11) Exploitation of 2
—I Cloud Account 1 el s il
LLMNR/NBT-NS
:2;:; T —I Domain Account 87 Internal 4
. ) Spearphishing
~ Brute Force (42) —I Email Account 6
Lateral Tool o4
I Credential Stuffing 3 I Local Account 82 Transfer
_I Password Cracking 3 Ju— Remote Service Session

I Password Guessing 7

Password

—I Parent PID Spoofing 6

Parent PID Spoofing 6

Impersonation/Theft 8

Show more

| SID-History 1 SID-History 1
Injection Injection
Token Token

Impersonation/Theft 8

| Spraying G

_, Credentials from
Password Stores (72)

Credentials from

Web Browsers &

| ICIoudService

Window Discovery

Browser
Information 23
Discovery

Cloud Infrastructure

Discovery g

RDP Hijacking 1

" Hijacking (3)

Csv JSON

Collection
17 techniques

. Adversary-in-the-Middle
(11)

LLMNR/NBT-NS

Poisoning and SMB 7

Relay

. Archive Collected Data

(153)

Archive via Custom 9
Method

I Archive via Library 9

i SSH Hijacking

]

~F Cloud Services 1 ‘ |

Distributed
Component Object 1

| Archive via Utility 46

~. Remote Services (133) ' Audio Capture 15

Automated

Collection o)




MACROTRENDS

Interconnectivity of cybercrime

-k ® GROUP-IB
and geopolitics

Deglobalization & geopolitical tension

Increased state-sponsored
threat actor activity, with

' compared to 2023
02 Extended attributes attack Steatite network disruption in Ukraine Most active threat actors: ‘'Most active threat actors: .
APT28 Dark Halo OilRig RocketKitten DarkPink APT37 828 1 5 5%
Gamaredon Core WereWolf MuddyWatter APT33 APT10 Oceanlotus :
O 3 Nearest neighbour attack Infiltration of US government wiretap systems Cloud Atlas Sticky WereWolf Lazarus cyberattacks of all attacks
in 2024 Government and military

> Facit el Su rge in data Ieaks Data leaks contribute
nost attacked regio P . i to fraud
R the ¥1target | due to state sponsored threat actors InE0aN,
and hacktivist attacks 1 , 107 -
Top 3 countries o United States instances of data being
f which data = Russia ::rl:‘e:nlnto the public
was leakes: ® India

@ GROUP"E Fight Against Cybercrime

High-Tech Crime Trends Report 2025



MACROTRENDS

Surge in fraud Artificial intelligence-driven fraud

compared to 2023

and iOS to capture photo, GoldFactory malware family

video in order to create ° " with focus on Asia-Pacific

Web phishing and scams grow by \ , Know-Your Customer (KYC)
g / oy
220/ Voice and video 4 \
] ° Aeeptaions for snems I/ Banking trojans for Android
- E

o
38 /O of scams target ,¢ deepfakes
the travel industry (

Growth of cybercrime : _—p

5066

attacks published on
DLSs in 2024

The United States is the most attacked

48.53%

of total number of attacks

3,055t 1%
Initial Access

Brokers (IABs),
instances of access

$10% |

over 2023

of access acquired
by Ransomware-as-
a-Service groups

39 ¢ 44%
over 2023

new Ransomware-

as-a-Service groups

by Advanced Persistent
Threat groups

@ GRGUP"E Fight Against Cybercrime

Widespread impact globally

Ransomware-as-a-Service é E

promote and support on

19 dark web
forums

RAMP forum

;,' .r'L - 200+

' |
< — | ' : Indonesian government agencies
gt paralyzed after attack on data
center

140

hospitals (Ascension) across 19

: states suffered a ransomware attack
\/ that severely disrupted its operations

state department websites have

» been shut down for 60 hours due
to malware

High-Tech Crime Trends Report 2025
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UNIFIED ATTACK KILL-CHAIN @ GROUP-IB

Explaining the steps of the cyber breach

ComEnomR o oES

Level 1.

Level 2.

Level 3.




INCIDENT RESPONSE PROCESS @ GROUP-IB

Cybersecurity Incident Response Phases

Pre-Incident Incident Response Operations (IRO) Post-Incident
(F)’base Phase 1. Phase 2. Phase 3. Phase 4.
Prepare » \Verify & Identify —  Contain & Investigate —» Eradicate & Recover ——» Post-Incident

If unsuccessful

Notify & Communicate



DETAILED VIEW

Verify & Identify

IRR Vendor

5. Notify and
communicate

|

4b. Confirm incident
classification

-

| 2c. Fine-tune | J T

k.

| da. Data classification | ]

|

3. Conduct preliminary

b,

SOC

il

ﬁ-posnme No}— assessment
2a. \erify the message

o
'] s
5
o
0 la. Alert message 1b. User report lc. External
= notification
E {third-parties,
E cybersecurity vendor,
c atc)

Contain & Investigate

7a. Support on digital Ba. Advise on containment

forensics

Ga. Support on investigation

forensics

7c. Conduct digital ‘ J

| |

7b. Forensie

needed? NO J—*

- * Bb. Contain

6b. Investigate ———

Bc. Containment
successful?

@ GROUP-IB

Post Incident Post Incident

9a. Advise on eradication 10a. Advise on recovery 12a. Provide incident
[ report
| 13. Committee review |
- *  9b. Eradicate -+ 10b.Recovery <+ —~ ° 12b.Prepare incident

. Meport

L

10c. Recover
successful?

9c. Eradication
successful?

4 14. Documentation

o

v

11. Documentation ~

15. Declare incident
closure. Start lessons
learned




DETECT & VERIFY @ GROUP-IB

Q l Alert
&3y Enrich CTI
&fa\ Internal team — Notification ————» {:g Extract|IOCs ——» = — @ Confirm and classify the incident
) Qr?u Infrastructure e
Oy Intial Analysis
3 parties
< b

30 min - 4 hours



IDENTIFY THE INITIALINFECTION © GROUP-IB
SCOPE

Search

P
Enterprise-wide sweep for
complied |OCs, |OAs
@ CTI
< .
Cyber Threat intelligence
enrichment by IOCs and |OAs
>

Review similar tickets created
from other requests and extrect
|OCs, I0As



CYBERSECURITY INCIDENT TYPES

Grouping by 3 major categories, explaining what is the trigger

Cybersecurity
Incident Types

Initial Access

Security controls alert
(no attribution)

Active Attack Phase

Security controls alert
(no attribution)

Classified Incident

<

Internal notification

Classification based
on Impact

Alert with Attribution
to Threat Actor

Alert on the latest attack
stages, giving IR team
visibility over incident
classification

External notification
(Cyber Threat Intelligence
cybersecurity vendor)

® GROUP-IB



INCIDENT CLASSIFICATION

Cryptojacking

Botnets

Databases

Malware infection

By Discovered activity

Web applications

Business systems

(el

Network equipment

Unauthorized access

Supply chain attack
Trusted relationship
Spearphishing

Watering hole

Preparedness for
Incident Types

By Initial access vector

By Impact

© GROUP-IB

Ransomware ]

Sabotage ] E

.

Wipers ]

Espionage by
state-sponsored
APT groups

Disruption ]

SWIFT ]

Direct Money Loss ]7

Payment systems ]

ATM

DDos

Data leak ]

|

Insider [_
) L

Business Email
Compromise

.,

Leak

.

Disruption [ Sabotage




INCIDENT ROOT CAUSE ANALYSIS

Top popular gaps from SOC / CISO perspective

TECHNOLOGY 3

No Detection

The security control was successfully bypassed or ignore malicious

< - activity
/

PROCESS &3

o el Insufficient Incident Response
& /) Actions
[ The incident analysis and handling action were insufficient to stop

the cybersecurity breach

PEOPLE {3

Missed Alert due to Response

/Q""r. Cycles

< -
- o

An incident notification occurred during off-shift or was skipped by

cybersecurity team

%

Lack of Integration

Different security controls were not acting as a united ecosystem

&

Unpatched Vulnerability

The Vulnerability Management program was not sufficient to

mitigate the 1-day vulnerability present in the infrastructure

%

Lack of Resources

Lack of SOC analysts, threat hunters or incident response personnel

® GROUP-IB

&

Lack of Analysis and Prevention
Mechanisms

Gaps in technology or its capabilities including incident triaging,

containment, eradication.

&

Lack of Properly Documented
and Implemented Process

The incident response and incident management team could not

properly coordinate during the incident response process

&

Lack of Relevant Skills

Gap in knowledge resultingg in team was unsure how to handle the

incident, or IT team was not enough skilled to handle the incident



Threat intelligence for preparation

Statistic related to Attack Types: Statistic related to Threat Actor:
Attack Types Number of Attacks Threat Actor Number of Attacks
Leak 130 Rippersec 17
Ransomware 108 Qilin 11
Hacktivism 46 Killsec 9
Ddos 2 Akira 8
Phishing 8 Safepay 8
L EEE S > Dragonforce 7
Access 1
Lynx 7
Banking fraud 1
Ruskinet 7
O 1 Understanding of relevant O 2 Prioritization of patching, 03 Informed decisions on security

threats and associated risks hardening, and detection rules controls and resources



Threat intelligence for identification

O 1 Prioritization and criticality

evaluation

02 Data enrichment and

contextualization

03 Link recognition and

analysis

@ Domain: mxblog77. cfd File: 9¢5...643

File: 42c.. b04 Domam wwwkerrwllelsd net Domain: rv-tool.net

0 Flle 3 Domain: 4r7w3pm3o7hlhlwwluvohwtd5yt7|4rvxue2065ku6wa5ywp2|tfuuad.onion

. File: 058...442

File: 8c¢6...3b2

@

File: 44d...02f
File: a31...f91

ww

N

'ﬁ' Domain: kbsqoivihgdmwczmxkbovk7ss2dcynitwhhfuSyw725dboqo5ki

.,' . P w
File: 7bd...376

/
File: ead...e41

Malware Qilin

File: 837...c08

@

== Threat Actor: Qilin . File: ¢67...ad0

File: i{)

Domain: mxbook17.cfd

/ File: 291...67f
Domain: |jzn33|crcy7gumk21klb4ukbulwc3xhnmby4mcbccnsd712rekqu onion File: 275...dof

w File: 83f...595 ” Domain: bloglake7.cfd

File: 561...8e1

Domain: sgapl.com.au

EADECE11CB1COF3F31F03B125E7CFF25390EAE41]



RE&CT Enterprise Matrix

Preparation

103 items

Practice

Take trainings

Raise personnel awareness

Make personnel report suspicious activity
Set up relevant data collection

Set up a centralized long-term log
storage

Develop communication map
Make sure there are backups
Get network architecture map
Get access control matrix
Develop assets knowledge base
Check analysis toolset

Access vulnerability management system
logs

Connect with trusted communities

Identification

63 items

List victims of security alert
List host vulnerabilities

Put compromised accounts on
monitoring

List hosts communicated with internal
domain

List hosts communicated with internal IP

List hosts communicated with internal
URL

Analyse domain name

Analyse IP

Analyse uri

List hosts communicated by port
List hosts connected to VPN

List hosts connected to intranet
List data transferred

Collect transferred data

Containment

26 items

Patch vulnerability

Block external IP address

Block internal IP address

Block external domain

Block internal domain

Block external URL

Block internal URL

Block port external communication
Block port internal communication
Block user external communication
Block user internal communication

Block data transferring by content
pattern

Block domain on email
Block sender on email

Quarantine email message

selection controls

layer controls

gA = x B tHA [ W

Eradication

8 items

Report incident to external companies
Remove rogue network device
Delete email message

Remove file

Remove registry key

Remove service

Revoke authentication credentials

Remove user account

Recovery

14 items

Reinstall host from golden image
Restore data from backup

Unblock blocked IP

Unblock blocked domain

Unblock blocked URL

Unblock blocked port

Unblock blocked user

Unblock domain on email

Unblock sender on email

Restore quarantined email message

Restore quarantined file

Unblock blocked process

Enable disabled service

Unlock locked user account

Threat intelligence for containment and eradication

MITRE ATT&CK® Navigator

technique controls

Lessons Learned

2 items

Develop incident report

Conduct lessons learned exercise

03 Initial attack vector and zero
patient identification

O 2 Prediction of the threat actor

activities

O 1 Informed decisions and targeted
containment actions



Threat intelligence for recovery and post-activities

For the companies which data is inside of the leakage:
» Perform the additional review of the leakage file tree with aim to discover files which were not marked as critical by the
vendor.
« Assume that all files in the leak are compromised and publicly accessible. Take all necessary actions:

o In case of key data compromising (VPN certificates, API keys, passwords) - immediately revoke these objects.
Check access logs related to these objects and in case of signs of unauthorized access - immediately initiate the

Incident Response team;

o In case of critical documents compromising immediately involve the corresponding team for the further action
(based on the nature of the file it might be the legal, HR, PR and etc teams);

o Notify the corresponding authorities (in case if leaked data was broken the compliance) or organizations (for
example, if a bank data was leaked) about specific data leakage if applicable;

o Notify critical customers in a personal way in case their data was leaked.

» Request additional information regarding the incident from the compromised organization.

» Since the leak is public, any internet user can analyze the leaked files and find critical data. Information about this may
spread into the public domain. It is necessary to create a PR plan and be prepared to respond to questions and manage
the negative perception of the company that may arise due to the compromise of sensitive data.

O 1 Cost-effective validation of 02 Actionable improvements 03 Information sharing and cross-
cleanup aligned with the best practices team knowledge exchange
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CTl-EFFICIENT CYBER DEFENSE

Self Assessment

Log Management

Log sources
list

Attack scenarios -

Red-team, pentest
reports

Contextualization, threat
reports, malware reports,
recommended actions

l

|

New log sources
recommendations

iOCS, incident
reports

Incident Response

SOC Architecture
& Engineering

Security Controls T

list, stakeholders Posture enhancement
list, PIR list, recommendations
critical assets list

Vulnerabilities OS type & versions,
(scoring, impact, software list,
exploit) protocols list

l

Vulnerability

Management

Threat Hunting

|

Threat reports,
contextualization

I0Cs

A
IOCs, TTPs, .
Forensics
threat reports,
reports

malware reports

l

Digital Forensics

® GROUP-IB

Discovered IOCs during
detection, detection
coverage information

Incident

> Monitoring
New |OCs, threat

reports, detection
coverage enhancements



ROME WASN'T BUILT IN A DAY @ GROUP-IB

Sharp incident response
readiness assessment over
current state of
cybersecurity posture

Techology gaps leading to

Tabletop exercise for a new controls deployment

technical teams

—— Processes validation _ Awareness achievement
Tabletop exercise for [ milestone

management team

~——— Increase board oversight
—— IR team performance test
R ) Mature self-assessment on
Establish incident readiness —— incident response readiness
governance framework after knowledge transfer

Governance &
Maturity 0-3 months
Progression

Short-term

Continuous

. Log Management gaps Reassessment on new

overcoming business systems added
\ IR Plan & Playbooks Reassessment on new

update & invasion & test mergers & acquisitions
“—— Hard skills training program Checkup after strategic

Cyber Threat Landscape shifts

Initiate knowledge transfer

capabilities intelligence updates

Technology capabilities checkup
on a quarterly basis

Cyber-saturday a.k.a. Cyber Drills
on a quarterly basis

Awareness sessions
on a quarterly basis



PREVENTING AND RESEARCHING
CYBERCRIME SINCE 2003

GROUP-IB.COM GROUP-IB.COM/BLOG LINKEDIN FACEBOOK TWITTER

INFO@GROUP-IB.COM +971 4 568 17 85

INSTAGRAM
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