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Group-IB: Overview
Our mission: Fight against cybercrime



QUICK PLACEHOLDER 

ADVANCED PERSISTENT THREATS (APT)

CYBERCRIMINALS

HACKTIVISTS (POLITICALLY MOTIVATED)

COMPETITORS (BUSINESS)

INSIDERS

TERRORIST GROUPS

SCRIPT-KIDDIES

COMPLEXITY

SCALE
LOW MATURITY HIGHLY-SOPHISTICATED



APT TACTICS, TECHNIQUES AND PROCEDURES 

ADVANCED PERSISTENT THREATS (APT)

NATION STATE-SPONSORED CYBER MERCENARIES

PERSISTENCE SOPHISTICATION
OPERATIONAL 

SECURITY
USE OF ENCRYPTION

UNIQUE C2 

INFRASTRUCTURE

SINKHOLING CUSTOM MALWARE LIVING OFF-THE-LAND
CODE OBFUSCATION 

& ANTI-ANALYSIS

STEALTH & PATIENCE
ADOPTING & 

CHANGING BEHAVIOR

TARGETED SOCIAL 

ENGINEERING
COMPARTMENTALIZATION RESOURCES

KEY FEATURES



CYBERCRIME OVERVIEW

CYBERCRIMINALS

RANSOMWARE OTHER FINANCIALLY-MOTIVATED

HUMAN-OPERATED AUTOMATED
DATA THEFT / 

SABOTAGE
DIRECT FRAUD

BUSINESS EMAIL 

COMPROMISE



HOW RANSOMWARE OPERATES



Hacktivists, Terrorists Ransomware make some noise on 

social media claiming successful attacks against their victims

NEGATIVE PUBLIC EXPOSURE

24x7 work mode, managing management expectations, 

fighting against cybercrime and will to sleep

SIGNIFICANT STRESS TO THE 
SECURITY TEAM

Incident Response must be performed by a trusted third-party 

cybersecurity provider. The investigation results will discover 

any violation committed prior to the attack. This should be 

disclosed with Regulatory authorities and may lead to a fine.

REGULATORY FINES

Ransomware affiliates will publish bulk data on their Data 

Leak Site. Nation-state groups will reuse the leaked data for 

their own needs.

CONFIDENTIAL INFORMATION 
DISCLOSURE

42%+

Of clients claimed Data Loss

40%

Reported Business Downtime

30%+

Reported Lost customers

CORE BUSINESS IMPACTS



RANSOMWARE BY INDUSTRY
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ACCESS BROKERS
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USE OF COMPROMISED ACCOUNTS
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HACKTIVISM
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HACKTIVISM
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WHATS RELEVENT TO ME? 
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SAMPLE GROUPS
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SAMPLE GROUPS



Application of Intelligence

Goal: provide examples of how 

intelligence can be made actionable 



Key findings

• Dark Pink expanded its 

operations to Belgium, Brunei, 

and Thailand.

• The group remains highly active 

with two successful attacks 

carried out since the beginning of 

2023.

• Dark Pink keeps updating its 

existing toolset to remain 

undetected.

• In a recent attack, Dark Pink 

exfiltrated stolen data over a 

HTTP protocol using a service 

called Webhook.

• Dark Pink uses different LOLBin 

techniques to evade detection on 

infected machines.

APT: Dark Pink Case Study

JUST AN EXAMPLE 

OF A FILLED HEADER

Nation State targeting Ministries of Defence in APAC

January 2024 – Targeting MOD Indonesia 
Additional APAC MODs also hit which we have anonymized



Yara rule for another APT 

This was APT31 but we 

caught a new APT with it

• the killchain starts with ISO file 

which contains 3 files:
• Lure note

• MSVCR100.dll (payload)

• <name>.doc.exe (loader)

Group-IB Finds new APAC Government APT  
Starting point Yara rule (Dark Pink)



MORE DETAILED ATTACK FLOW

Same TTP’s for nation state threat 

actors that we’ve seen since 2014.

Why did we call it “Dark Pink”

Dark Pink comes from a hybrid of 

two of the email addresses 

(blackpink.301@outlook[.]com and 

blackred.113@outlook[.]com) used 

by the threat actors during data 

exfiltration via the latter pathway.



DLL Side-Loading

Event Triggered Execution: 

Change Default File Association

THREE DIFFERENT KILL CHAINS WERE 
DISCOVERED

Template Injection

Abuse Elevation Control 

Mechanism: Bypass User 

Account Control

Privilege escalation

Initial infection

In two cases, the image contained a signed 
executable and a malicious DLL.

In the third case, the image contained a 
document which downloads a malicious 
template automatically once a victim opens 
the document.

The malicious DLL files and the template documents create a few handler to work 
with specific file types (e.g. .abcde)

Depending on a kill chain, a 
victim could receive an ISO 
image with different file types.

Trusted Developer Utilities 

Proxy Execution: MSBuild

Web Protocols
Command-and-controlReading and execution commands from Telegram bots 

MSBuild is used for the proxy execution of malicious code. XML formatted project files 
with an inline task to launch KamiKakaBot are created.

For UAC bypass, threat actors use the CMSTPLUA COM interface to modify settings of 
Windows Defender 



SMTP

ZIP-archives with stolen information are sent to 

cyber criminals as attachments to emails. The 

email addresses were registered in Outlook 

service.

Telegram

The most common way to exfiltrate data. The 

archives are sent to Telegram Bot.

Dropbox

The stolen data can be uploaded to Dropbox by 

HTTP requests. 36 unique tokens were 

observed.

OPERATION INTEL: DATA EXFILTRATION
A list of files from common network shares, web browser data, documents, 

messenger data, web browsers information can be sent in by three way.



TACTICAL INTEL: DATA EXFILTRATION (Parsing Telegram)



STRATEGIC INTEL: USE OF TTPS FROM OTHER ACTORS

Initial Access: Phishing

Small Sieve, Powerstats

Telegram Bot API for traffic obfuscation

MUDDY WATER



VALUE OF INTELLIGENCE IN THIS CASE

• Strategic, operational and tactical intel on relevant threats

• Provision of additional rules available in the portal

• Identification of new indicators

• MITRE mapping and tracking

• New targeting trends and industries

• Special indicators from C2 infrastructure on Telegram to 

identify additional victims 

Where do we map into the Intelligence Lifecycle?
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THREAT MODELING PROCESS

Threat 
Landscape

Mapping to the 
assets

Mitigation 
capabilities

Risk Assessment

Who attacks and how? Which assets are under 
attack? 

How we prevent and 
detect such attacks?

What are the values of risk 
depends on mitigations?
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RISK, THREAT, VULNERABILITY AND 
ASSET

Threat Vulnerability

Risk Asset

Threat Actor

Protective 

measures

Common example: 

Vulnerability: lack of access control between guest Wi-Fi  and corporate networks

Threat: gaining access to corporate resources through the Wi-Fi network

Risk: the likelihood that an attacker will gain access to the guest network and steal 
confidential data (information assets) of the company

Protective measures: access control and control of device connection to the guest 
Wi-Fi network



THREAT LANDSCAPE

THREAT 

LANDSCAPE
Region/Country Industry

Previous 

Incidents+ =+ + Top Techniques
_ Irrelevant 

techniques

THREAT 

LANDSCAPE

Threat

Actors

TTPs IOCs

IPs Hashes URLs Domain names Certificates

Tools

Contacts



HOW DO WE APPLY INTELLIGENCE

VS

Data

Data are pieces of information 

that function out of context. For 

example, data would include IP 

addresses or domain names. 

The collected, processed and 

analyzed data becomes 

information.

Intelligence

Based on the results of 

collecting, processing and 

analyzing data in accordance 

with the task at hand, we can 

obtain information about a 

particular threat. Without 

analysis, the collected data can 

remain data.

• Includes information and analysis from a rich 

array of sources, presented in ways that 
make it easy to understand and use

• Is  valuable to all the major teams in the 

cybersecurity organization ;

• Can help every security function save time;

• Billions of “feeds” from different sources

• 90% of IoCs are not relevant

• Noise of false-positive alerts
• 44% percent of security alerts go uninvestigated

• Attacks still happen

HOW DO WE APPLY RELEVANCE



HOW DO WE APPLY INTELLIGENCE

∙Who are our adversaries? What do they want?

∙What threats should I look for on my networks and systems and why?

∙What weaknesses does this threat exploit?

∙What are the key, unique indicators associated with this attack?

∙What is the financial impact of this threat?

∙What are the cyberattacks for companies in the same industry?

∙How does the target sector compare to other sectors with regard to this attack?

∙How does this attack compare to historic threats against this sector?

∙What actions are necessary to reduce your risk profile?



GROUP-IB.COM30

HOW CAN WE ASSESS OUR RISK 

The main point of risk analysis is the formation of a risk-based approach that allows you to compare “how 
much we can lose” with the cost of protection measures

AV EFx

Asset Value Exposure Factor

SLE=
Single Loss 
Expectancy

SLE AROx
Single Loss 
Expectancy

Annual Risk 
Occurrence

ALE=
Annual Loss 
Expectancy

Example: 

AV: Database price =  15M $

EF: percentage of damage in case of threat = 10%

SLE: amount of damage = AV * EF = 15M $ * 10% = 1,5M $

ARO: number of this threat per year = 5

ALE: company losses per year = SLE * ARO = 1,5M $ * 5 = 7,5 M$



APPLICATION OF MITRE ATT&CK

Explaining the steps of the cyber breach
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MACROTRENDS



SAMPLE BREACH 



UNIFIED ATTACK KILL-CHAIN

Explaining the steps of the cyber breach



LEVELS OF CYBER THREAT INTELLIGENCE

Tiering model which helps to structure the knowledge base and coordinate actions



LEVELS OF CYBER THREAT INTELLIGENCE

Tiering model which helps to structure the knowledge base and coordinate actions



DETECT & VERIFY



DETECT & VERIFY



CYBERSECURITY INCIDENT TYPES

Grouping by 3 major categories, explaining what is the trigger



CYBERSECURITY INCIDENT TYPES

Explaining incident types groups



Top popular gaps from SOC / CISO perspective

INCIDENT ROOT CAUSE ANALYSIS

TECHNOLOGY

No Detection

PROCESS

PEOPLE

Insufficient Incident Response 

Actions

Missed Alert due to Response 

Cycles

Lack of Integration
Lack of Analysis and Prevention 

Mechanisms

Unpatched Vulnerability Lack of Properly Documented 

and Implemented Process

Lack of Resources Lack of Relevant Skills

The security control was successfully bypassed or ignore malicious 

activity

Different security controls were not acting as a united ecosystem Gaps in technology or its capabilities including incident triaging, 

containment, eradication. 

The incident analysis and handling action were insufficient to stop 

the cybersecurity breach

The Vulnerability Management program was not sufficient to 

mitigate the 1-day vulnerability present in the infrastructure

The incident response and incident management team could not 

properly coordinate during the incident response process

An incident notification occurred during off-shift or was skipped by 

cybersecurity team

Lack of SOC analysts, threat hunters or incident response personnel Gap in knowledge resultingg in team was unsure how to handle the 

incident, or IT team was not enough skilled to handle the incident 



Threat intelligence for preparation

01 Understanding of relevant 

threats and associated risks

02 Prioritization of patching, 

hardening, and detection rules

03 Informed decisions on security 

controls and resources



Threat intelligence for identification

EADECE11CB1C0F3F31F03B125E7CFF25390EAE41

01 Prioritization and criticality 

evaluation

02 Data enrichment and 

contextualization

03 Link recognition and 

analysis



Threat intelligence for containment and eradication

01 Informed decisions and targeted 

containment actions

02 Prediction of the threat actor 

activities

03 Initial attack vector and zero 

patient identification



Threat intelligence for recovery and post-activities

01 Cost-effective validation of 

cleanup

02 Actionable improvements 

aligned with the best practices

03 Information sharing and cross-

team knowledge exchange



5. CONCLUSIONS



CTI – EFFICIENT CYBER DEFENSE

DIRECTION

ANALYSIS

PROCESSING

DISSEMINATION

COLLECTION

FEEDBACK

Threat Intelligence

SOC Architecture 

& Engineering

Vulnerability

Management

Threat Hunting

Digital Forensics

Incident 

Monitoring

Log Management

Incident Response

Self Assessment

New log sources

recommendations

Posture enhancement

recommendations

OS type & versions, 

software list, 
protocols list

Threat reports,

contextualization

Forensics

reports

Discovered IOCs during 

detection, detection 
coverage informationAttack scenarios

New IOCs, threat

reports, detection
coverage enhancements

Red-team, pentest

reports

Log sources

list

iOCS, incident 

reports

Security Controls

list, stakeholders
list, PIR list,

critical assets list

Vulnerabilities

(scoring, impact,
exploit)

IOCs

IOCs, TTPs,

threat reports,
malware reports

Contextualization, threat 

reports, malware reports, 
recommended actions



ROME WASN’T BUILT IN A DAY



GROUP-IB.COM

INFO@GROUP-IB.COM

GROUP-IB.COM/BLOG

+971 4 568 17 85

TWITTERFACEBOOKLINKEDIN INSTAGRAM

PREVENTING AND RESEARCHING 
CYBERCRIME SINCE 2003
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