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Managing information security risks has always 
been a highly complex task. However, the shift to 
remote working has provided an opportunity for 
threats to further expand in scope and seriousness.

Cyber-attacks and resilience failures are making 
headlines all around the world and are impacting 
all types of organisations. Risk management is 
now firmly in the spotlight, and companies are 
looking to key personnel to help them transform 
their approaches to navigate a greatly changed 
landscape.
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Threat actors are changing 
the way they operate;  
they are attacking  
organisations and  
individuals from  
different angles.

Attackers have taken advantage of people  
who are less confident with technology 
that are navigating new online 
workplaces. 
 
We’ve seen a sharp increase in instances 
of phishing, ransomware, and malware 
attacks. As for statistics, those we have 
are quite alarming: “According to a recent 
LRQA survey, 43% of organisations believe 
remote working employees are their 
biggest information security threat”, says 
Shirish Bapat, an Auditor Manager at 
LRQA. 

Secure office vs home

Many organisations have now experienced 
long term, remote working, which in 
some cases is likely to be permanent. As 
a result, up to 75% of businesses now feel 
that their information security risks have 
changed 1.

Workspaces that were hastily put 
together in the face of sudden and 
unexpected office shutdowns can pose 
a substantial organisational risk. For 
example, employees may now handle 
sensitive paperwork and information at 
home when it wouldn’t usually leave the 
secure office environment. In addition, 
when conducting a strictly confidential 
discussion or disclosing sensitive 
information, it’s now entirely possible that 
other members of a household or social 
circle could be exposed to it.

Corporate network vs  
home Wi-Fi

The other significant change is the 
widespread use of employees’ home 
networks for work purposes. Consumer-
grade Wi-Fi is a significant step down from 
the secure, hardened, and managed IT 
networks that organisations use in their 
offices.

The problem is that most consumers 
are used to taking a “connect and go” 
approach to networking - they connect 
their devices, and as long as they work, 
that’s acceptable. Since these home 
networks are often shared with IoT 
devices, which themselves are susceptible 
to hacks if they’re not configured 
correctly, it can leave the entire network, 
including the organisation, more exposed 
to attacks. 

The shape of organisational risk 
has changed

While traditional security and resilience threats remain, changes to working practices have 
broadened the attack surface introducing new risks. Threat actors are changing how they  
operate; they attack organisations and individuals from different angles, using disruption as 
leverage, and exploiting vulnerabilities created by change.
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Face-to-face vs 
screen-to-screen

We’re using many new tools to support 
remote working, such as Google Drive, 
Microsoft Teams and more.

While these tools make remote working 
a viable solution for many organisations 

by facilitating meetings and enabling 
real-time collaboration between 
remote teams, they can pose a risk if 
organisations don’t use them correctly or 
don’t offer their employees guidance.

Now more than ever, organisations need 
to provide awareness training to drive 
engagement with staff. This can help 

them use the new, preferably IT-approved, 
tools at their disposal while recognising 
associated risks.

This is crucial as employees are far less 
likely to report concerns early when face-
to-face interaction is removed.

think information security 
threats have changed since 
the pandemic1.

of organisations 
surveyed believe that 
remote working employees 
are the biggest threat to 
their organisation1.
  

said external threats 
remain the biggest 
concern1. 

of organisations believe that 
their overall cybersecurity strength 
and resilience has declined due 
to the remote workforce2. 
 

43%
75%

23% 27%

Managed devices vs personal 
devices

Whether it’s sending an email or accessing 
company applications from their 
smartphones, employees using vulnerable 
personal devices rather than secure 
managed devices is something that we 
have seen an increase of in the wake of 
widespread home-based working.

For the businesses with a comprehensive 
Bring-Your-Own-Device (BYOD) strategy, 
this was less of an issue. However, many 
companies didn’t have enough tech 
capital to give every worker a secure 
laptop to use at home in the initial periods 
away from the office. It was very much 
a situation where overnight, everyone 
went from working on secure devices on 
managed internal networks to logging in 
via personal laptops that are inherently 
more exposed to threats. 

The pace of this shift was 
one that many companies 
weren’t prepared for and 
addressing that risk is a 
crucial ongoing task.
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The broader theme of how organisational 
risk has changed and introduced new 
threats is centred around the loss of 
control. Employees have moved away 
from secure environments and have 
become unwitting threats to organisations 
worldwide because of this.

This loss of control has also exposed 
major resilience red flags. Some 
businesses were not prepared for the 
long term and, in some cases permanent, 
changes that have taken place. This was 
reflected in organisational continuity 
plans.

In many cases, continuity plans had only 
been tested for a maximum of three-to-six 
weeks. We also saw a lack of planning for 
physical access restrictions.

While many organisations had plans 
in place where they could move to an 
alternative site if necessary, these did 
not consider the potential for a situation 
where physical access to all premises and 
sites would be restricted for a prolonged 
period. 

Back-end support processes were also 
stifled because they are often designed to 
require physical intervention at specific 
times. However, some organisations 
couldn’t access sites to carry out crucial 
works during initial lockdown phases, 
especially in countries where lockdowns 
were strictly enforced.

Future continuity plans will need to 
be more robust, factoring in these 
experiences. 

Loss of control leads to resilience 
red flags

Management systems and their adaptable 
frameworks help organisations to manage 
all risks. It’s never been more important 
for a company to seek independent 
assurance regarding its management 
systems and overall approach to 
information security.

Independent assurance from a third party 
such as LRQA shows a commitment to 

excellence that adds credibility and builds 
trust amongst stakeholders. It provides 
access to expertise and industry insights 
that enable a continual improvement 
mindset which can help turn risks into 
opportunities.

Organisations engage LRQA to help them 
build comprehensive information security 
assurance solutions centred around 

accredited certification and training.  
They do this because they trust us to help 
their businesses become better.

When organisations choose LRQA, 
accredited certification is often the crucial 
outcome that delivers tangible benefits. 
However, the additional value LRQA 
clients get is threefold:

The power of independent assurance

 
 

1. Access to 
technical expertise

Our auditors are leading 
experts in their specialist 
areas.

2. Independence

Our specialists highlight 
areas that clients are 
addressing well but also 
identify opportunities for 
improvement.

3. Insights

We deliver insights not only 
based on technical expertise but 
our knowledge of industry peers 
and the approaches taken by the 
world’s leading organisations.
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OCTO Telematics

Case Study   OCTO began implementing quality and information security 
management systems over ten years ago. Since then, and as our 
business has become increasingly global, we’ve begun to adopt a 
more progressive and integrated approach that is strongly aligned 
with business processes.”

“We identified LRQA as the certification body that could add value 
and help us achieve this. The result is an effective integrated system 
that demonstrates the OCTO vision to the wider business, customers 
and suppliers.”

“All OCTO audits – including surveillance, extensions and new 
certifications – were performed remotely by LRQA experts. This 
helped us to find greater efficiencies in the face of minor problems, 
and despite the context of a global pandemic, the process 
encouraged cohesion and a greater team spirit. We were also able 
to reduce the health and safety risk to our people at a crucial time 
whilst minimising disruption to daily activities.”
Attilio De Bernardo 

Chief Information Security Officer 
OCTO Telematics

OCTO Telematics (OCTO) is a 
leading provider of telematics 
services and advanced data 
analytics for the insurance sector. 

OCTO implemented a 
comprehensive, integrated 
management system that was 
audited and certified by LRQA. 
It helps the organisation keep 
pace with the constantly evolving 
information security threat 
landscape – proactively mitigating 
risks before they occur.

ISO 9001  
Quality

ISO 27001 
Information 

Security

ISO 27017 
Cloud Security

ISO 27018 
Cloud Privacy

ISO 27701 
Privacy

Information
Management

ISO 22301 
Business 

Continuity

Integrated 
Management 

System
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Building your security & resilience 
solution with LRQA
We understand that your organisation has unique requirements. Whether you’re a small or medium-sized business looking to begin 
your information security journey or a large enterprise looking for additional levels of assurance – our team of experts will work closely 
with you to understand your specific needs.

LRQA provides a wide range of services that can support your security and resilience journey. Based on your risk profile, we can help 
you build an assurance solution that meets your requirements.

Optimise your audit experience
When working with LRQA, organisations can, in many cases, choose to have their audits delivered remotely using safe and secure 
technology. This option provides the same high-quality service with several added benefits, including flexibility, fast delivery and 
access to global expertise. 

Many companies opt for a blended approach that optimises the overall process using remote audits whilst also utilising on-site options 
to build strong relationships.

Essential

Certification against essential 
security & resilience standards: 

 Information security 
 Business continuity

Certification against specialist 
standards to address more  
specific risks: 

 Cloud security 
 Cloud privacy 
 Privacy & data protection 
 IT service management

Specialist

Audit & CertificationTraining

Options for all experience levels 
– delivered and  customised to 
suit your requirements.

 Virtual Classroom 
 Face-to-face 
 eLearning 
 Blended 
 Customised

Get in touch 
For more information, visit lrqa.com/uk

1 Statistic from LR survey: The Remote Workplace: Managing the new threat landscape with ISO 27001 
2 Ponemon institute: https://www.keepersecurity.com/en_GB/ponemon2020.html

http://LRQA.com
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About LRQA: 
By bringing together unrivalled expertise in certification, 
customised assurance, cybersecurity, inspection and training, 
we’ve become a leading global assurance provider.

We’re proud of our heritage, but it’s who we are today that 
really matters, because that’s what shapes how we partner with 
our clients tomorrow. By combining strong values, decades of 
experience in risk management and mitigation and a keen focus 
on the future, we’re here to support our clients as they build safer, 
more secure, more sustainable businesses.

From independent third-party auditing, certification and training; 
to technical advisory services; to real-time assurance technology; 
to data-driven supply chain transformation, our innovative end-
to-end solutions help our clients negotiate a rapidly changing risk 
landscape – making sure they’re shaping their own future, rather 
than letting it shape them.

Visit www.lrqa.com/in for more information 

Solitaire Corporate Park,
Building 12, 4th floor, 
Andheri (East), Mumbai - 400 093
India.

https://www.lrqa.com/entities
https://twitter.com/lrqa
https://www.linkedin.com/company/lrqa/

